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About OCEG . . .
OCEG is a global, nonprofit think tank and community. We invented GRC. 

We inform, empower and help advance more than 65,000 members on 

governance, risk management, and compliance (GRC). 

Independent of specific professions, we provide content, best practices, 

education, and certifications to drive leadership and business strategy 

through the application of the OCEG GRC Capability Model™ and Principled 

Performance®. An OCEG differentiator, Principled Performance enables the 

reliable achievement of objectives while addressing uncertainty and acting 

with integrity. 

Our members include c-suite, executive, management, and other 

professionals from small and mid-size businesses, international 

corporations, nonprofits, and government agencies. We assist them and 

their organizations in developing and implementing GRC capabilities that 

enable Principled Performance by providing authoritative resources for 

integrating the governance, assurance and management of performance, 

risk and compliance.

For more information visit www.oceg.org or contact us at info@oceg.

The OCEG 2017 GRC Metrics Survey was designed and 

analyzed by GRC 20/20 Research . . . 

GRC 20/20 Research, LLC (GRC 20/20) provides clarity 

of insight into governance, risk management, and 

compliance (GRC) solutions and strategies through 

objective market research, benchmarking, training, and 

analysis. We provide independent and objective insight 

into leading GRC practices and processes, including 

market dynamics and intelligence; risk, regulatory 

and technology trends; competitive landscapes; 

market sizing; expenditure priorities; and mergers and 

acquisitions.

For more information go to www.GRC2020.com or 

contact GRC 20/20 at info@GRC2020.com. 
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Preface
OCEG is the only organization that focuses on 

Principled Performance and integrating the governance, 

assurance and management of performance, risk, 

compliance and ethics (GRC). By integrating these areas, 

organizations simultaneously increase performance, 

address risk and reduced costs.  As a non-profit that 

does not represent a specific profession, we are 

uniquely positioned to serve as a hub around which 

many professions can collaborate on solutions.

This OCEG’s GRC Metrics Survey report takes a look at 

how organizations of all types and sizes are measuring 

the effectiveness of their performance, risk management 

and compliance capabilities. 

We hope this survey report provides you with valuable 

insights to improve GRC strategy, processes, and 

architecture within your organization.  
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Governance, risk management, and compliance (GRC) is 

something every organization does — though not all do it 

well.  Every organization has some approach to governing 

the organization, managing risk, and addressing compliance. 

It does not matter if an organization uses the label GRC; the 

simple truth is every organization does GRC in some form. 

Some organizations have mature and structured processes and 

reporting that bring together an integrated and orchestrated 

view of GRC information.  Other organizations have 

fragmented approaches where some aspects of GRC are more 

mature than others but fail to have an overall coordinated 

strategy and remain ad hoc and reactive.  

A structured and coordinated GRC program enables the 

organization to be efficient, effective and agile to reliably 

achieve objectives [governance] while addressing uncertainty 

[risk management] and acting with integrity [compliance].  

The proper definition, monitoring, and use of metrics is a 

hallmark of a mature and coordinated GRC program that 

enables executives and senior leadership to have greater 

confidence in the organization’s strategy and operations in the 

context of performance, risk management, and compliance.  

The goal of this 2017 OCEG GRC Metrics Survey report is to 

help organizations:

• Understand how metrics can be used to evaluate 

effectiveness of capabilities that are established to ensure 

performance against objectives, management of risk and 

compliance with internal and external requirements.

• Differentiate between metrics for design effectiveness and 

operating effectiveness

• Examine what contributes to decision-maker and manager 

confidence so that they have the information they need

Michael Rasmussen 

OCEG Fellow & Co-Chair of OCEG GRC Solutions Council 

The GRC Pundit  @ GRC 20/20 Research, LLC 

INTRODUCTION: How Organizations Approach, Use & Enable Metrics for GRC
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The OCEG Survey highlights 

the need for organizations 

to execute on an integrated 

strategy to address business 

risk.  

When the business is 

overwhelmed by the 

magnitude, velocity and 

complexity of existing and emerging risks, the focus is taken 

away from seizing opportunities that drive the business 

forward. 

A GRC program, especially when enabled by a technology that 

brings structure to risk and compliance processes, improves 

business performance through reduced risk, as well as more 

informed and faster decision making.  The survey results make 

a clear connection between an integrated approach to GRC 

and an organization’s effectiveness and executive confidence.

Marshall Toburen 

GRC Strategist, Enterprise Risk Management, RSA

A Word From Our Survey Sponsor: RSA

RSA® Archer® empowers organizations to manage 

multiple dimensions of risk on one configurable, 

integrated software platform.  With RSA Archer solutions, 

organizations can efficiently implement risk management 

processes using industry standards and best practices, 

to significantly improve their business risk management 

maturity.

The 2017 OCEG GRC Metrics Survey is made possible through the support of the entire OCEG GRC Solutions Council and the following 

survey sponsor members: RSA 



Types of Measurements 

& Metrics in Use
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GRC Models & Measures Used by Organizations

Metrics roll-up into models that are used to combine a variety 

of metrics for analysis and measurement.  There are a variety 

of models in use and many variations of models, but most 

commonly models (and corresponding metrics) are divided 

into qualitative measures (subjective or soft metrics) and 

quantitative measures (objective or hard metrics).  

When it comes to GRC models in use, the majority of 

organizations are consistently utilizing qualitative (60%) and 

quantitative (60%) measures. Other models in use by a majority 

of organizations in the context of GRC are cost-benefit 

analysis (60%), balanced scorecards (60%), and ROI Analysis 

(65%).  Cost-benefit and ROI analysis are most often done in 

context of GRC architecture and technology decisions. 52% 

of organizations are utilizing GRC maturity models to measure 

the maturity of their GRC strategy, process, information, and 

technology strategies.
What types of measurement models are in use?

Qualitative Measures

60%
36% Compare
Year-Over-Year

Quantitative Measures

60%
40% Compare
Year-Over-Year

Balanced Scorecards

60%
78% Compare
Year-Over-Year

Maturity Models

52%
80% Compare
Year-Over-Year

Cost-Benefit Analysis

60%
33% Compare
Year-Over-Year

ROI Analysis

65%
62% Compare
Year-Over-Year
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Use of Leading & Lagging Metric Indicators

Organizations are using a variety of metrics in the context of 

GRC.  These include both leading and lagging indicators with 

lagging indicators being more common than leading indicators.  

This is characteristic of the many GRC approaches within 

organizations that remain reactive.  

Lagging indicators are highly valuable but indicate a trend or 

direction that has already started to build some momentum.  As 

organizations grow in GRC maturity and strategy it is common 

for more leading indicators to be used.  However, given the 

nature of business, lagging indicators will always have the 

slight majority in use as they are more numerous and easier to 

define.  The most common indicators in use are fiscal as well as 

education and awareness indicators.

Measure
Leading & 
Lagging 

Indicator Use
Leading 

Indicator Use
Lagging

Indicator Use None Do Not Know

Financial measures (Loss avoidance measures, decreased cost of 
capital, decreased insurance rates, long-term contract values, etc.) 30% 9% 27% 20% 14%

Strategic measures (reports to board, KRIs) 29% 20% 27% 13% 11%
Fiscal measures (external costs, internal costs for personnel, 
overhead, technology, etc.) 34% 14% 21% 21% 10%
Reputational measures (awards, # of people seeking to work for the 
company, favorable/unfavorable press reports, stock price) 21% 14% 20% 32% 13%
Personnel measures (employee satisfaction, employee perception, 
employee turnover) 21% 7% 32% 29% 11%

Efficiency measures (cycle-time measures, through-put measures) 21% 7% 27% 25% 20%
Responsiveness measures (hold time, call answer, call resolution, 
information rating measures) 25% 5% 23% 32% 15%
Education and awareness measures (certification of review, 
population coverage rates, quality and retention rates) 25% 11% 25% 23% 16%

Effectiveness measures (process variances, design defects, etc.) 27% 11% 20% 25% 17%



Impact of GRC Integration on 
Metrics Maturity and Value
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Current Approach to GRC Integration Across Organization

To provide context of the organization’s approach to metrics 

in relationship to its overall GRC strategy, we asked, “What 

describes your organization’s state of integration for GRC 

capabilities?” The responses fell into three categories:

• Integrated. This represents a substantially to fully 

integrated and harmonized approach to GRC processes 

and technology across most to all of the organization.  It 

does not mean that there is one GRC platform but does 

focus on a common GRC architecture with an integration 

of systems and processes. 

• Standardized. This is the middle ground on GRC 

strategy in which there are some standardized processes 

and technology in the organization and across some 

departments but there is not wide spread consistent 

adoption and use.

• Siloed. This is the GRC approach where different 

departments are left to themselves to define processes 

and technology with little to no consistency or integration 

between departments.

NOTE: The more integrated, the more the organization 

shares information and utilizes standardized approaches to 

manage and provide assurance about performance, risk and 

compliance.

INTEGRATED: Fully or substantially integrated 
processes and technology 

across many or all 
organizational 

silos of operation.

STANDARDIZED: Some 
Standardized processes and use of 
technology but not across the entire 

enterprise.

SILOED: Processes and 
technologies remain 
largely siloed.

37%

41%

22%
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Use of GRC Technology for Maintaining Metrics

We asked, “Which best describes your organization’s approach 

to maintaining metrics for performance, risk and compliance 

needs? “

In line with the organization’s overall GRC integration strategy 

for processes and metrics, the relationship of using technology 

to gather, maintain, and report on GRC metrics follows similar 

paths.  The more integrated the GRC strategy for processes the 

more focus on integrated GRC architecture for metrics.  When 

organizations are more loosely standardized and more siloed, 

there is greater reliance on disconnected systems for GRC 

related metrics.  

Disconnected systems leads to excessive manual reconciliation 

of metrics and reporting, which means more FTE time needed 

for GRC operations.

Non-integrated, stand 
alone GRC solutions 

GRC solutions are 
department or issue 
focused

32% Integrated GRC 
Architecture

31% Best of Breed 
Department  
Solutions

3% Unsure36% Disconnected 
Systems

Integrated GRC . . .

5% Integrated GRC 
Architecture

33% Best of Breed 
Department  
Solutions

3% Unsure46% Disconnected 
Systems

Standardized GRC . . .

5% Integrated GRC 
Architecture

18% Best of Breed 
Department  
Solutions

3% Unsure63% Disconnected 
Systems

Siloed GRC . . .

16% = Not Known 14% = Not Known7% = Not Known
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GRC Consistency Depends on Level of Integration

When technology is used to maintain metrics there is greater 

consistency in GRC capabilities throughout the organization.   

Technology enables viewing of GRC operations and outcomes 

in an integrated fashion across the organization.

 We asked organizations, “What best describes the current 

level of consistency between GRC capabilities throughout 

the organization?”  Those that stated they had an integrated 

GRC technology approach reported significantly increased 

consistency in GRC capabilities across the organization  as 

compared to those that have a siloed approach. However, 

there is still significant room for growth in achieving widely 

consistent capabilities even among integrated GRC strategies.

Non-integrated, stand 
alone GRC solutions 

GRC solutions are 
department or issue 
focused

24% Consistent

65% Limited

3% Unsure11% Inconsistent

Integrated GRC . . .

3% Consistent

70% Limited

3% Unsure25% Inconsistent

Standardized GRC . . .

0% Consistent

32% Limited

3% Unsure60% Inconsistent

Siloed GRC . . .

2% = Not Known 8% = Not Known



Senior Executive Confidence 
Levels in Metrics for 

Performance, Compliance & Risk 
Management
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Compliance Management Effectiveness

There are a variety of perspectives to look at a GRC strategy. 

One perspective is judging the design of the GRC strategy and 

architecture: does it cover the needed breadth and depth or 

is it missing significant areas such as oversight and reporting? 

Another is operating effectiveness: just because the GRC 

approach is well documented and designed does not mean it is 

actually operating as designed.  Finally, what is the confidence 

of the organization in the audit effectiveness and evaluation of 

the GRC strategy and architecture: is there proper assurance 

from an independent and objective body on GRC design and 

operations?

Senior executives responding to the question, “How confident 

are you in metrics for design & operating effectiveness of 

compliance management entity-wide?” showed greater 

confidence in compliance management design, operations, 

and audit effectiveness when there was an integrated GRC 

strategy in place.  Those with a siloed approach to compliance 

management had a greater response of unsure of confidence 

to not at all confident.

Integrated
Audit Effectiveness . . .

Standardized
Siloed

Integrated
Design Effectiveness . . . 

Standardized
Siloed

Integrated
Operating Effectiveness . . .

Standardized
Siloed

Very Confident Somewhat Confident Mostly Unsure Not at All
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Risk Management Effectiveness

Similar to compliance management, senior executives 

responded to the question about risk management design, 

operating, and audit effectiveness by indicating greater 

confidence in risk management in an integrated GRC strategy 

than in a siloed approach.

Integrated
Audit Effectiveness . . .

Standardized
Siloed

Integrated
Design Effectiveness . . . 

Standardized
Siloed

Integrated
Operating Effectiveness . . .

Standardized
Siloed

Very Confident Somewhat Confident Mostly Unsure Not at All
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Performance, Risk & Objective Effectiveness

Falling in line with a greater confidence in compliance and risk 

management, organizations with a greater level of integrated 

GRC, also have greater confidence in the relationship of GRC to 

the objectives and strategy of the organization. 

Executives report that with GRC integration they are more 

confident in understanding the relationship of risks and 

issues that can negatively impact strategy and have greater 

confidence in the overall performance metrics in relationship to 

enterprise objectives and strategy.

Integrated
Performance against objectives and strategy?

Standardized
Siloed

Integrated
Risks to objectives and strategy? 

Standardized
Siloed

Integrated
Issues that may affect objectives and strategy?

Standardized
Siloed

Very Confident Somewhat Confident Mostly Unsure Not at All



Business Unit Perspectives on 
Metrics & Reporting
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Business Unit Reporting to Board & Executives Contrasted

Contrasting Integrated GRC respondents with both 

Standardized and Siloed GRC respondents, in the context of 

providing board and executives information, we find:

• GRC management information.  Only 41% of Standardized 

GRC respondents  as compared to 60% of Integrated GRC 

respondents believe they provide enough GRC information 

to the board and executive management.  However, Siloed 

GRC respondents are significantly lower with only 2% 

stating that they feel they give enough GRC information to 

the board and executive management

• Enterprise performance management information. 

Interestingly, nearly the same percentage of  Standardized 

GRC respondents (41%) and Integrated GRC respondents 

(40%) believe they provide the board and executives the 

right information in context of performance management.  

Only 29% of Siloed GRC respondents feel that they provide 

enough information to the board and executives about 

performance. 

60%
Do you believe your business 
unit provides enough GRC  
information to the board and to 
executive management?

41% 2%

Integrated GRC Standardized GRC Siloed GRC 

40%
Do you believe your business unit 
provides enough information to 
executive management to enable it 
to exercise enterprise-wide 
management of performance?

41% 29%
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Business Unit Reporting to Internal Audit Contrasted

Contrasting Integrated GRC respondents with both 

Standardized and Siloed GRC respondents, in the context of 

providing internal audit information, we find:

• GRC management information. Organizations with 

Integrated GRC are more confident  (64%) than 

Standardized GRC (44%) and Siloed GRC (44%) when 

it comes to providing the right risk and compliance 

information to internal audit.

• Enterprise performance management information. Similar 

to providing performance information to the board and 

executives, more organizations that have Integrated GRC 

(48%) or Standardized GRC (32%) approaches feel they 

give the right information on performance management to 

internal audit, while fewer organizations with Siloed GRC 

(24%) feel they provide the right information.

Integrated GRC Standardized GRC Siloed GRC 

54%
Do you believe your business unit 
provides enough information to 
internal audit to enable it to provide 
assurance about your unit's 
management of performance?

44% 43%

48%
Do you believe your business unit 
provides sufficient information to 
internal audit to enable it to provide 
assurance about performance, risk 
and compliance?
.

32% 24%



Summary:
GRC Integration Standardizes

Metrics & Drives Efficiency
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Business Unit Reporting to Internal Audit Contrasted

In the survey results, we find six key take aways that illustrate 

the value of an integrated approach to GRC and the 

consistency and confidence senior executives and business 

management have in the context of GRC. 

These core points illustrate how GRC integration helps to 

standardize the measures used across silos, which in turn 

provides a common framework for comparisons and increased 

visibility into measures of performance, risk management and 

compliance across the organization.  Further, efficiencies that 

come from an integrated program (e.g., leveraging a common 

assessment or analysis instead of doing three separate ones) 

increases participation and buy-in from the business, which 

results in higher quality metrics.

1 The more integrated, the more consistent in how GRC needs are addressed in different areas of 
concern.

2 The more integrated, the more confident about management of risk and compliance.

3 The more integrated, the more confident about performance and ability to audit performance, risk 
and compliance.

4 The more integrated, the more confident about having the right metrics to get clear views about 
performance, risk and compliance.

5 The more integrated, the more business units feel they give the right amount of information to 
strategic decision-makers and the board.

6 The more integrated, the more respondents select positive terms to describe metrics they use.



Survey Demographics
&

OCEG Resources
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Survey Respondents by Breakout of GRC Buyers vs. Providers

65%

35%

429
Total 

Respondents

Today we are looking at the 
279 respondents from 
organizations focused on 
GRC strategies within their 
organization.

Our Focus Today

Organizations Using/Considering GRC Solutions
279 respondents were from organization using or 

considering GRC solutions/technology.

GRC Solutions Providers
150 respondents were 
from GRC Solution 
Providers or Professional 
Service Firms in client 
facing roles. 
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Survey Respondents by Type of Organization

36%
Publ i c l y  Traded

33%
Private l y  He ld

12%
No n-P ro f i t

7%
Other

3%
Educat io n

9%
Go vernment
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Survey Respondents by GRC Role in Organization

IT Security

65% 53% 37% 31% 31% 29%
Risk 
Management

Compliance
Management Internal Audit Ethics Business 

Continuity

22%

Strategy

But also have a range of responsibilities . . .

Information 
Technology

36% 31% 21% 12% 11% 11%
Corporate Risk 
Management

Corporate 
Compliance & 
Ethics

Audit IT Security Business 
Continuity

7%

Finance

Respondents are from these business functions . . . 
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Survey Respondents by Seniority

■ Chief	Audit	Executive	
■ Other	Senior	Executive	 roles	(VP	level	or	

equivalent)	
■ Chief	Ethics/Compliance	Officer	
■ Chief	Risk	Officer	
■ Board	Member	or	Director	
■ Chief	Executive	Officer	
■ Audit	Committee	Member	
■ Chief	Information	or	Chief	Technology	Officer	
■ Chief	Finance	Officer	
■ Corporate	Secretary	
■ Chief	Legal	Officer	
■ Chief	Strategy	Officer	

45%55%
45%

Senior
Executives
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Survey Respondents, Top Industries Responding

3 Manufacturing

1 Financial Services

2 Healthcare/Medical

4 Education

5 Government
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Survey Respondents by Geographic Presence

EUROPE

16%

56%

11%

6%

5%

NORTH AMERICA

CENTRAL/SOUTH AMERICA

OCEANIA

ASIA

6%

MIDDLE EAST 
& AFRICA
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Survey Respondents by Size of Organization

Large Enterprise

10,001+ Employees

25%

Medium Enterprise

1,001 to 10,000 Employees

37%

Small Enterprise

1 to 1,000 Employees

38%
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OCEG’s GRC Standards Library helps to jump-start and improve your approach to achieving Principled Performance.

OCEG’s GRC Standards Library
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OCEG has a range of resources that help organizations understand, apply, and communicate Principled Performance and GRC.

Certifications 

Surveys 

 OCEG One-Minute Polls

 GRC Maturity

 GRC Metrics & Measurement

 GRC Technology Strategy

GRC Illustrated 
OCEG has developed over 60 GRC illustrations that are info-graphics to help organizations 

understand and communicate Principled Performance and GRC.

OCEG’s GRC Certification, Surveys & Illustrations 
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Members of OCEG’s GRC Solutions Council collaborate to develop educational materials on the benefits of advancing GRC processes and 

technologies, as well as key resources to assist companies in maturing GRC strategy.

OCEG’s GRC Solutions Council and Executive Council Members
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www.oceg.org

4144 N. 44th Street 

Phoenix, Arizona 85018 

United States of America

info@oceg.org  

+1 (602) 234-9278

Contact us


